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Some content has been redacted, either for 
legal reasons or to protect the privacy of 

those who have participated in some of my 
test cases.

If a particular omission interests you, see me 
later and I might be able to clue you in as to 

what was represented.



This is a duck



Proof

¾(DUCK)

DUCK*2

DUCK/2

0.4+
DUCK

f(DUCK)

g(DU)CK

E=m(DUCK)²

DUCK

DUCK²



This is not a duck
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Here we are now.

This is not Sol.



Come back  down

NO U



Who dis bitch?

● Uni student at NSI TAFE, pursuing Bachelor of I.T in Network Security

● Constantly engrossed in Computer Security

● Areas of knowledge include: HUMINT, DFIR, R2I (RTI), SE, TSCM, 

acronyms

Reconnaissance, Counterintelligence and Countersurveillance.

● Linux user since age of 9 (rm -rf /’d myself ONCE)

● Teach InfoSec topics and manage Security Laboratory @ Uni

● P.I.M.P (Packet Interception and Manipulation Professional)

● Aspiring Security Researcher



JTAG 101

● Joint Test Action Group, IEEE 1149.1
○ Standard for Test Access Port (TAP) and Boundary-Scan Architecture
○ Serial Data Port
○ Can include user-defined data registers and instructions

● Real World Applications
○ Scan boards, systems and chips

■ Design verification
■ Debugging
■ Field testing
■ Hardware/software integration
■ Diagnostics



JTAG 101

● Why implement into IC’s?
○ Can’t afford not to test

■ Risk of mass production of useless devices
■ Money down the silicon toilet
■ Delayed market entry
■ Test or get rekt

● Research and Development (Is JTAG for me?)
○ For the people who don’t fabricate and say “It works, trust me.”

■ Much more cost efficient to test
■ Designing with JTAG in mind isn’t that hard
■ Spider into all components



Benefits

● Less intrusive testing
● Easier to test alpha/beta models
● Verify devices on the assembly line
● Interact with device even if it’s in a non-bootable state
● Allows for manufacturer servicing

○ flashing
○ fault finding/diagnosing



Trace Port Analyser



Embedded Trace Macrocell



Device complexity



NAND gates (of hell)

Screams of the departed

(electron micrograph)

(precision XRAY)



STACK’EM (Silicon edition)

ST M39PNRA2A MCP

Top: 2x 512Mbit  NOR
Mid: 1x 2Gbit      SLC NAND
Low: 2x 512Mbit DDR2 SDRAM

highly complex wire-up

K90KGY8S7M-CCK0
Samsung 840 ‘EVO’
1x 128GB TLC NAND
(Graphical representation as 
no XRAY available)



STACK’EM (Silicon edition)



How was that relevant?

● MCP means more types of memory in a single package

● Interfaces become more and more complex

● Proprietary BGA’s (info available only for LEA and/or via NDA channels)

● New memory types change the game

● New challenges with each evolution (filesystem, software, physical)

● No swiss army knife (unless you can afford highly custom $500K++ solutions)

○ Netherlands Forensic Institute (NFI) (still not a swiss army knife)

■ MTK I/II (Memory Toolkit)



There can’t be that many BGA’s?

CABGA, CBGA, PBGA, CTBGA, CVBGA, DSBGA, FBGA, 
FCmBGA, LBGA, LFBGA, MBGA, MCM-PBGA, PBGA, 

SBGA, TABGA, TBGA, TEPBGA, TFBGA, UFBGA, UBGA, 
VFBGA, WFBGA…

Credit: XKCD



What are we dealing with?

Memory type SLC/MLC/TLC (Samsung) NOR cells

Density High, 512Mb to 128Gb Average, 16Mb to 1Gb

Read/Write performance 25MB/s++ ; 8MB/s ++ 100MB/s++ ; 0.42MB/s+

Power consumption Low Moderate

Access type Indirect access via controller Random access

Use cases Media devices, GPS, Memory 
cards

Real-time telemetry, RTOS,
Reference navigation

Flash Memory



What else are we dealing with?

● Different File Systems
○ ext4
○ FAT16/32
○ Samsung RFS
○ YAFFS/YAFFS2

■ Yet Another Flash File System
○ Other proprietary file systems

■ They just love to bake their own



Device seizure

● Isolate device from all types of RF communication
○ Faraday bags and RF isolation boxes

● Turning the device off? Think again.
○ FDE, PIN/Password protection
○ Potential TRIM as device executes shutdown scripts
○ If device RAM is outside of your forensic teams’ 

capabilities, here is the world’s smallest violin for you.



Device seizure
● Take detailed notes of the device at the time of seizure

○ Observe environment the device is in
○ Determine if WiFi networks are in use
○ Gather as much data about how the device is running before deciding 

to shut it down or isolate it.
○ DETAILED NOTES (You can make a horrible mistake here)
○ I don’t care how long this list is because it will never be long enough
○ WRITE FASTER DAMMIT (Time is of the essence)
○ Evaluate value of data held on device
○ Isolate device OR begin acquisition
○ ???
○ Profit
○ Too much to keep in mind and every case is unique



Forensic argument
The acquisition of flash memory in mobile devices is not forensically sound.



What say I?

From a forensic perspective, no modifying instructions (write, erase or 
otherwise) should ever be communicated to the target device during the 
process of acquiring evidence.

As a result any data acquired in such a manner would still be admissible, with 
the exception that some evidence might have been lost due to circumstances 
beyond the examiners control. However, this would impact repeatability.



Methods of acquisition
● Manual

○ HIGH Potential for evidence loss
○ Requires examiner to interact with device
○ No protection against data being written
○ NOT forensically sound from a digital forensics perspective
○ Questionable admissibility
○ Last resort



Methods of acquisition
● Logical

○ Wired (USB), Bluetooth, IrDA, WiFi
○ Bit for bit copies of files and directories
○ ADB, AT modem commands, BlueSnarfing and more
○ Questionably sound: modifying bootloaders, uploading binaries to 

device, requires some level of modification
○ Can impact repeatability if incorrectly done



Methods of acquisition
● Physical

○ Everything!
■ Bitstream copy of entire memory space
■ Deleted data (except where the controller has TRIM’d)

○ Holy grail of evidence acquisition
○ JTAG, Chip-off or Micro Read
○ Forensically sound!



Everything used
Item Price (AUD)

RIFF Box (JTAG hardware) ~$120

Atten Instruments TPR3005T Regulated DC Power Supply ~$110

2 x LG E960 Nexus 4 $280+ $230

GPG JPIN adapter, JIG PCB’s and flat cables $50

2 x Pomona Micro Grabbers (these are the best) $5

Copper-silver wires $0

Total spent ~$800



Setting up the device
● Ensure a stable power source is in use

○ Atten Instruments TPR3005T 
○ Battery power or USB power not enough
○ Set to 3.80V/2.1A at first and varied for stable connection to device
○ Current draw varies, good to provide more in case of spikes







Magic happens here



DCC? IRC?
● DCC Loader - Debug Communications Channel

○ Communication interface between the loader code 
running in memory and the JTAG software

○ Instructions are communicated through DCC



Dead people
can be JTAG’d











Can we has data?



Before we do that...



Partition view

Offset Length



Manually carving partitions

● Refer to the output of mmls previously
● dd if=image.dd of=partition-name.dd skip=$offset count=$length

○ $offset = offset of the partition on the media
○ $length = length of the partition



File system analysis

Most important portion for 
integrity purposes



Cache partition
● Stores Android updates
● Maintains recovery logs



Userdata partition

● Data visible through the UI
● Media stores (Thumbnails, SQLite3 databases of images stored)
● Data created/manipulated through application interaction* stored here
● Downloads, Music, Images etc.



Deleted data? No problem.

● Data deleted but still present on inode!
○ fls provides a list of all deleted files 

thanks to remnant data after deletion
○ icat used to read the chosen inode
○ Pipe out data however you like
○ icat -r data.dd 1234 | display -



Application data? Suuure.

● /data/
● Individual folders for storage
● Common use of SQLite3 databases
● Lots of forensic artifacts stored in the background



SMS/MMS

● /data/com.android.providers.telephony/databases/mmssms.db (SQLite3)

● _id, thread_id, address, person, date, date_sent, protocol, read, status, type, reply_path_present, subject, 
body, service_center, locked, error_code, seen

● Times are in EPOCH format (accurate to nanoseconds)
● ‘date -d@1405067820237’ = Fri Oct 29 11:43:57 EST 46494 < THE FUTURE
● ‘date -d@1405067820’ = Fri Jul 11 18:37:00 EST 2014



WhatsApp logs decrypted

Not elite enough to get WhatsApp logs
Database decrypted!...but empty.

Decrypting logs

db has no data?!



Just kidding, here you go

They were unencrypted in /data/com.whatsapp/ instead 
of the crypt7 file in /media/0/WhatsApp/Databases/
If less than 24 hours from first use or last backup, there will be an 

unencrypted copy of the users most recent messages.



Chrome history
/data/com.android.chrome/app_chrome/Default/History (SQLite3 DB)
/data/com.android.chrome/app_chrome/Default/History-journal (data)
/data/com.android.chrome/app_chrome/Default/History Provider Cache (data)



Chrome history cont’d



Chrome container

SQLite3 Databases without .db extensions

/data/com.android.chrome/app_chrome/Default/History (SQLite3 DB)



Gmail database appears in Chrome?
/data/com.android.chrome/app_chrome/Default/databases/https_mail.google.com_0

Shows the layout of the suspects email folders



GMails (these got lost)



Angry GMails
Dade Murphy 
(CAPSLOCK)

hackerX



Angry GMails continued
Dade Murphy 
(CAPSLOCK)





Where are these magical gmails?

● /data/com.google.android.gm/
● Client-side caching when interaction occurs on the device

○ Drafts
○ Full emails
○ Header content (Subject, addressee, small excerpt of body)

used to display emails in folder view
○ Attachments are stored in the subfolder files/



Encrypted filesystems
● Android is open source...

○ ...so the code for filesystem encryption is available!
○ Can we crack it? Yes, someone else already did.
○ Gosh! Passwords are hard.
○ Let’s choose 4 digits, hmmm...

Credit: VIAFORENSICS LLC. 2014



Encrypted filesystems
● Android is open source...

○ ...so the code for filesystem encryption is available!
○ Can we crack it? Yes, someone else already did.
○ Gosh! Passwords are hard.
○ Let’s choose 4 digits, hmmm, 2468! Perfect!

Credit: VIAFORENSICS LLC. 2014



Encrypted filesystems cont’d

● Can be done by JTAG acquisition or adb
● Put device in recovery and connect via adb

Example: Pulling the header and footer for a Galaxy Nexus

adb shell dd if=/dev/block/mmcblk0p12 of=/tmp_header bs=512 count=1
adb shell dd if=/dev/block/mmcblk0p13 of=/tmp_footer
adb pull tmp_header
adb pull tmp_footer



Much more

● Acquired a full NAND image of a locked device
● Juicy artifacts to create timelines with
● Abundance of metadata to prove user actions in court
● Databases contain timestamps that can be associated with interactions
● Deleted files can be recovered
● Unused space may yield deleted information if not already TRIM’d
● This process is not limited to the Nexus 4!

○ The RiffBox supports a LOT of devices



Industry fails

● Requested trials of 11 commercial forensic suites for research purposes
● Request was for a trial of software with either limited use or 3 day limited

full feature set.
● Signed 2 NDA’s, no significant responses from the rest

○ Second one returned a rather rude response
■ “Our software is for government and professional use.”
■ “Students are not our target users.”
■ “Students will not understand how to use our software.”
■ “Please do not contact us again with such absurd requests”.
■ “Stay in school.” < (really professional)

A simple “No, we don’t offer trials” would have sufficed.
(the above can be released provided that the party involved is not identified)



Commercial Forensics suites

Product Platform Description

Encase WINDAHS Multi-purpose toolkit

Paraben Device Seizure WINDAHS Hardware + Software

FTK WINDAHS Multi-purpose toolkit, good with raw images

Cellebrite Mobile Forensics WINDAHS Cop-stop rape kit (yep)

Oxygen Forensic Suite WINDAHS “Smart forensics for smartphones”

viaExtract (viaForensics) Linux (Santoku) “...guided data acquisitions, flexible reporting…”

Sigh… so many windahs… and they cost thousands for single year licenses.



Open Source tools

Arduino cat agrees

Product Platform Description

The Sleuth Kit (best!) Linux! A diverse library of digital forensic tools
Great documentation and wikis

CAINE Linux! Computer forensics distro

Open Computer Forensics Architecture Linux! Computer forensics framework

Digital Forensics Framework (also best!) Linux! A GUI framework for computer forensics

viaExtract CE (Community Edition) Linux! Santoku Linux w/acquisition tools and more!



JTAG Hardware

Medusa Box Omnia Repair Tool Octoplus Box RIFF Box

● What’s the difference?
○ Software capabilities (extent of what can be done w/above boxes)
○ Device support
○ Protocol support (e.g. FBus for Nokia devices)



Credits

hackerX
TheJH
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schizoid_astronaut

Crash Override AKA Zero Cool
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Joey
viaForensics

David Halfpenny
Ruxmon and Ruxcon <3

and...



Infosec. 
If you’re not having fun,
you’re not doing it right.

This presentation was brought to you by 
Aperture Science
Keep on testing.

tty0x80@gmail.com


